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1	Overall description
SA3 would like to thank RAN1 for the LS on broadcast of NTN GW or gNB position. SA3 would like to answer the questions included in the LS from a security perspective. For regulatory aspects SA1 and SA3-LI may respond.  
RAN1 Question 1: Is there any security/regulatory aspect that needs to be taken into account if the NTN-GW/gNB position is broadcasted including any aspects related to accuracy of the position?
SA3 Answer
It should be observed that the broadcast information of the position of a Non-Terrestrial Network (NTN) GW or gNB is unprotected. As a result, the NTN GW or gNB location information cannot be fully trusted as it is  subject to tampering. Unprotected broadcast information cannot be trusted in terrestrial networks either. However this issue is the same as in terrestrial networks.
Exposing the location information of a NTN gNB or GW does not drasticallywill increase the attack vector, and lowers the barrier for an attacker. A resourceful attacker could localize the NTN GW or the gNB using other means than the broadcast information. A gNB or NTN GW could also be in visible locations and their locations may be exposed by people on purpose or by accident. Broadcasting the NTN gNB or GW position may lower the barrier for an attacker. However the situation is not different from terrestrial networks.
RAN1 Question 2:  Is there any security/regulatory aspect that needs to be taken into account if the NTN-GW/gNB position is possible to be derived by the UE with assistance information from the network including any aspects related to accuracy of the position?
SA3 Answer
If the UE has the means to calculate the positions of NTN gNBs or GWs then the NTN gNB or GW location may not be easily accessible to a casual user but it can be accessible to a resourceful attacker. As a result the situation is not different from an attacker's point of view compared to the alternative to provide the NTN gNB or GW location information in a broadcast channel. 
It can be noted that a UE in a terrestrial network may also calculate the position of the serving gNB by using assistance information from the network after deciphering, namely by means of trilateration of timing advance commands (TAC) received from the gNB. Unprotected assistance information will lowers the barrier for an attacker. Therefore, the potential risk is increasing if any location related information is disclosedcomparable to that in a terrestrial network.

[bookmark: _GoBack]2	Actions
To TSG RAN WG1 
ACTION: 	SA3 asks RAN1 to take the answers to the questions into account.
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